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A: PROTECTION OF PERSONAL INFORMATION IN TERMS OF THE PROTECTION OF PERSONAL INFORMATION ACT,
4 OF 2013
1.1 Introduction

The Protection of Personal Information (POPI) Act requires us to inform you as to how we use and disclose
personal information obtained from yourself. We are committed to protecting your privacy and
will ensure that your personal information is used appropriately, transparently and according to
applicable law. Your right to privacy and security is especially important to us. Peter Pyburn Broker will treat
personal information obtained as private and confidential and is committed to providing you with secure
access to our services.
This POPI Policy tells you how we will process and protect your personal information. It is important that you
read and understand the terms. Unless you advise us directly that you do not accept this POPI Policy, it is
accepted that you agree with the terms of the Manual.
The Policy is made available on PETER J PYBURN BROKER website peterpyburn.co.za and bestmedicalaid.co.za or by
request from PETER J PYBURN BROKER directly.
2. Definitions
2.1 Personal Information

Personal Information means “information relating to an identifiable, living, natural person, and where it is
applicable, an identifiable, existing juristic person” including, but not limited to information concerning:
-

race, gender, sex, pregnancy, marital status, national or ethnic origin, colour, sexual orientation, age,
physical or mental health, disability, religion, conscience, belief, culture, language and birth of a person

-

information relating to the education or the medical, financial, banking details, membership history,
criminal or employment history of the Client

-

identity number, name, surname, address, postal code, email address and telephone or cellular phone
number; marital status, and children or next of kin details.

-

the biometric information of the person

-

the personal opinions, views or preferences of the person

-

the views or opinions of another individual about the person

-

the name of the person if it appears with other personal information relating to the person or if the
disclosure of the name itself would reveal information about the person.

-

Any other information required by PETER J PYBURN BROKER, and/or the insurance companies and medical
aid schemes he works with, to provide clients with an accurate analysis of their insurance needs.

South Africa’s Constitution, Act 108 of 1996, provides that everyone has the right to privacy. This includes the
right to protection against the unlawful collection, retention, dissemination and use of your personal
information.

PETER J PYBURN BROKER operating within the Long Term and Medical Aid insurance markets is necessarily involved
in the collection, use and disclosure of certain aspects of the personal information of clients, other stakeholders and
therefore, obligated to comply with The Protection of Personal Information Act 4 of 2013

Because of the sensitivity of some personal information, we ensure that the way we process your personal
information complies fully with POPIA.
This Privacy Policy applies to any of your personal information that we collect and process through our
website enquiries on peterpyburn.co.za and bestmedicalaid.co.za and or which you authorise us to collect from
third parties.
2.2 Client
This refers to the natural or juristic person to whom personal information relates, such as an individual client,
customer or a company that supplies the brokerage with products or other goods.
2.3 Responsible Party
The responsible party is the entity that needs the personal information for a particular reason and determines the
purpose of and means for processing the personal information. In this case, the brokerage is the responsible party.
2.4 Operator
An operator means a person who processes personal information for a responsible party in terms of a contract or
mandate, without coming under the direct authority of that party. For example, a third-party service provider that
has contracted with the brokerage to shred documents containing personal information. When dealing with an
operator, it is considered good practice for a responsible party to include an indemnity clause.
2.5 Information Officer
The Information Officer is responsible for ensuring the brokerage's compliance with POPIA. Where no Information
Officer is appointed, the head of the brokerage will be responsible for performing the Information Officer's duties.
Once appointed, the Information Officer must be registered with the South African Information Regulator
established under POPIA prior to performing his or her duties. Deputy Information Officers can also be appointed to
assist the Information Officer.
2.6 Processing
The act of processing information includes any activity or any set of operations, whether by automatic means,
concerning personal information and includes:
-

the collection, receipt, recording, organisation, collation, storage, updating or modification, retrieval,
alteration, consultation or use.

-

dissemination by means of transmission, distribution or making available in any other form.

-

merging, linking, as well as any restriction, degradation, erasure or destruction of information.

2.7 Record
Means any recorded information, regardless of form or medium, including:
-

Writing on any material.

-

Information produced, recorded or stored by means of any tape-recorder, computer equipment, whether
hardware or software or both, or other device, and any material subsequently derived from information so
produced, recorded or stored.

-

Label, marking or other writing that identifies or describes anything of which it forms part, or to which it is
attached by any means.

-

Book, map, plan, graph or drawing.

-

Photograph, film, negative, tape or other device in which one or more visual images are embodied to be
capable, with or without the aid of some other equipment, of being reproduced.

2.8 Filing System
Means any structured set of personal information, whether centralised, decentralised or dispersed on a functional or
geographical basis, which is accessible according to specific criteria.
2.9 Unique Identifier
Means any identifier that is assigned to a Client and is used by a responsible party for the purposes of the operations
of that responsible party and that uniquely identifies that Client in relation to that responsible party.
2.10 De-Identify
This means to delete any information that identifies a Client or which can be used by a reasonably foreseeable
method to identify, or when linked to other information, that identifies the Client.
2.11 Re-Identify
In relation to personal information of a Client, means to resurrect any information that has been de-identified that
identifies the Client, or can be used or manipulated by a reasonably foreseeable method to identify the Client.
2.12 Consent
Means any voluntary, specific and informed expression of will in terms of which permission is given for the
processing of personal information.
2.13 Direct Marketing
Means to approach a Client, either in person or by mail or electronic communication, for the direct or indirect
purpose of promoting or offering to supply, in the ordinary course of business, any goods or services to the Client.
For purposes of this Policy, clients include potential and existing clients.
3. Purpose
This purpose of this policy is to protect Peter J Pyburn from the compliance risks associated with the protection of
personal information which includes:
-

Breaches of confidentiality. For instance, PETER J PYBURN could suffer loss in revenue where it is found that
the personal information of Clients has been shared or disclosed inappropriately.

-

Failing to offer choice. For instance, all Clients should be free to choose how and for what purpose PETER J
PYBURN uses information relating to them.

-

Reputational damage. For instance, the brokerage could suffer a decline in new business following an
adverse event such as a computer hacker deleting the personal information held by PETER J PYBURN.

3.1 This policy demonstrates PETER J PYBURN’S commitment to protecting the privacy rights of Clients in the
following manner:
-

Through stating desired behaviour and directing compliance with the provisions of POPIA and best practice.

-

By cultivating a culture that recognises privacy as a valuable human right.

-

By developing and implementing internal controls for the purpose of managing the compliance risk
associated with the protection of personal information.

-

By creating business practices that will provide reasonable assurance that the rights of Clients are protected
and balanced with the legitimate business needs of PETER J PYBURN.

3.2 The policy's guiding principles find application in all situations and must be read in conjunction with POPIA as
well as the organisation's PAIA Policy as required by the Promotion of Access to Information Act (Act No 2 of 2000).
The legal duty to comply with POPIA's provisions is activated in any situation where there is a processing of personal
information, entered into a record by or for a responsible person who is domiciled in South Africa.
3.3 POPIA does not apply in situations where the processing of personal information:
-

is concluded during purely personal or household activities, or

-

where the personal information has been de-identified

4. The Rights of Clients under this Privacy Policy

You have the right to have your personal information processed lawfully. Your rights include the right to:
-

be notified that your personal information is being collected or that your personal information

-

has been accessed or acquired by an unauthorised person e.g. where a hacker may have
compromised our computer system;

-

find out whether we hold your personal information and to request access to your personal
information;

-

request us, where necessary, to correct, destroy or delete your personal information;

-

object, on reasonable grounds, to the processing of your personal information;

-

object to the processing of your personal information for purposes of direct marketing, including
by way of unsolicited communications;

-

not to be subject, in certain circumstances, to a decision which is based solely on the automated
processing of your personal information;

-

submit a complaint to the Regulator if you believe that there has been interference with the
protection of your personal information, or if you believe that an independent adjudicator who may
be resolving your complaint against us, has not decided the matter correctly; and
institute civil proceedings against us if you believe that we have interfered with the protection of
your personal information.

PETER J PYBURN will ensure that it gives effect to the following rights:
4.1 The right to access Personal Information
PETER J PYBURN recognises that a Client has the right to establish whether PETER J PYBURN holds personal
information related to him, her or it, including the right to request access to that personal information. An example
of a "Personal Information Request Form" can be found under Annexure A.
4.2 The right to have Personal Information corrected or deleted
The Client has the right to request, where necessary, that his, her or its personal information must be corrected or
deleted where PETER J PYBURN is no longer authorised to retain the personal information.
4.3 The right to object to the processing of Personal Information
The Client has the right, on reasonable grounds, to object to the processing of his, her or its personal information.
In such circumstances, PETER J PYBURN will give due consideration to the request and the requirements of POPIA.
PETER J PYBURN may cease to use or disclose the Client's personal information and may, subject to any statutory
and contractual record keeping requirements, also approve the destruction of the personal information.
4.4 The right to object to Direct Marketing
The Client has the right to object to the processing of his, her or its personal information for purposes of direct
marketing by means of unsolicited electronic communications.
4.5 The right to complain to the Information Regulator
The Client has the right to submit a complaint to the Information Regulator regarding an alleged infringement of any
of the rights protected under POPIA and to institute civil proceedings regarding the alleged non-compliance with the
protection of his, her or its personal information.
An example of a "POPI Complaint Form" can be found under Annexure B.
4.6 The right to object to and restrict further processing
PETER J PYBURN does not need Client’s consent to process their Personal Information, but Clients who are not in
agreement with such processing can object to PETER J PYBURN processing such Personal Information.
4.7 The right to data portability
Where a Client wants their Personal Information to be transferred to another party, this can be done under certain
circumstances.
4.8 The right to be informed
The Client has the right to be notified that his, her or its personal information is being collected by PETER J PYBURN.
The Client also has the right to be notified in any situation where PETER J PYBURN has reasonable grounds to believe
that the personal information of the Client has been accessed or acquired by an unauthorised person.
5. General Guiding Principles
PETER J PYBURN will always be subject to, and act in accordance with, the following guiding principles:
5.1 Accountability
Failing to comply with POPIA could potentially damage PETER J PYBURN’S reputation or expose the brokerage to a
civil claim for damages.

PETER J PYBURN will ensure that the provisions of POPIA and the guiding principles outlined in this policy are
complied with through the encouragement of desired behaviour.
5.2 Processing limitation
PETER J PYBURN will ensure that personal information under its control is processed:
-

in a fair, lawful and non-excessive manner, and

-

only with the informed consent of the Client, and

-

only for a specifically defined purpose.

PETER J PYBURN will inform the Client of the reasons for collecting his, her or its personal information and obtain
written consent prior to processing personal information.
Alternatively, where services or transactions are concluded over the telephone or electronic video feed, PETER J
PYBURN will maintain a voice recording of the stated purpose for collecting the personal information followed by the
Client's subsequent consent.
PETER J PYBURN will under no circumstances distribute or share personal information between separate legal
entities, associated organisations or with any individuals that are not directly involved with facilitating the purpose
for which the information was originally collected.
Where applicable, the Client must be informed of the possibility that their personal information will be shared with
other aspects of the brokerage’s business and be provided with the reasons for doing so.
An example of a "POPI Notice and Consent Form" can be found under Annexure C

PETER J PYBURN BROKER has agreements in place with all insurance companies and medical aid schemes
he works with, to ensure a mutual understanding about the protection of the client’s personal information.
These insurance companies will be subject to the same regulations as is applicable to PETER J PYBURN
BROKER.
5.3 Purpose specification
PETER J PYBURN will process personal information only for specific, explicitly defined and legitimate reasons and will
inform Clients of these reasons prior to collecting or recording the Client's personal information.
5.4 Further processing limitation
Personal information will not be processed for a secondary purpose unless that processing is compatible with the
original purpose. Therefore, where PETER J PYBURN seeks to process personal information it holds for a purpose
other than the original purpose for which it was originally collected, and where this secondary purpose is not
compatible with the original purpose, PETER J PYBURN will first obtain additional consent from the Client.
5.5 Information quality
PETER J PYBURN will take reasonable steps to ensure that all personal information collected is complete, accurate
and not misleading.
The more important it is that the personal information be accurate (for example, the beneficiary details of a life
insurance policy are of the utmost importance), the greater the effort the brokerage will put into ensuring its
accuracy.
Where personal information is collected or received from third parties, PETER J PYBURN will take reasonable steps to
confirm that the information is correct by verifying the accuracy of the information directly with the Client or by way
of independent sources.

5.6 Open communication
PETER J PYBURN will take reasonable steps to ensure that Clients are notified (are always aware) that their personal
information is being collected including the purpose for which it is being collected and processed.
PETER J PYBURN will ensure that it establishes and maintains a "contact us" facility, for instance via its website, for
Clients who want to:
-

Enquire whether the brokerage holds related personal information, or

-

Request access to related personal information, or

-

Request the brokerage to update or correct related personal information, or

-

Make a complaint concerning the processing of personal information.

SMSs, emails, newsletters, and other direct marketing material - using the information in the Brokerage database can be sent to existing Clients – unless they have expressly said do not contact me and new Clients – if they consent
upfront. There must be an opt-out option, where Clients (new and existing) can easily and quickly say “please don’t
send these to me anymore” or “unsubscribe”.
5.7 Security safeguards
PETER J PYBURN will manage the security of its filing system to ensure that personal information is adequately
protected. To this end, security controls will be implemented to minimise the risk of loss, unauthorised access,
disclosure, interference, modification or destruction.
Security measures also need to be applied in a context-sensitive manner. For example, the more sensitive the
personal information, such as medical information or credit card details, the greater the security required.
PETER J PYBURN will continuously review its security controls which will include regular testing of protocols and
measures put in place to combat cyber-attacks on the brokerage's IT network.
PETER J PYBURN will ensure that all paper and electronic records comprising personal information are securely
stored and made accessible only to authorised individuals.
5.7.1 SAFEGUARDING CLIENT INFORMATION
It is a requirement of POPI to adequately protect personal information.
PETER J PYBURN BROKER will continuously review its security controls and processes to ensure that personal
information is secure.
The following procedures are in place to protect personal information:
-

The Brokerage will, at all times, know where the information is kept – physically and electronically.

-

THIS POLICY has been put in place throughout PETER J PYBURN BROKER. As the broker is a sole provider,
only PETER J PYBURN is required to (and has completed) training on this policy and the POPI Act. This is an
ongoing process.

-

PETER J PYBURN BROKER’S archived client information is stored in the cloud and on site, which is also
governed by POPI, and the FSCA guidelines. Only he has access to these areas.

-

All electronic files or data are BACKED UP in the cloud on a weekly basis. Third party access is not allowed.

Consent to process client information is obtained directly from a client (or a person who has been authorised by that
client, to provide that client’s personal information) during the introductory, appointment and needs analysis stage
of the relationship.

5.8 Client participation
A Client may request the correction or deletion of his, her or its personal information held by the brokerage. PETER J
PYBURN will ensure that it provides a facility for Clients who want to request the correction of deletion of their
personal information. Where applicable, the brokerage will include a link to unsubscribe from any of its electronic
newsletters or related marketing activities.
6. Information Officer
PETER J PYBURN, Sole Proprietor is the nominated INFORMATION OFFICER and is responsible for compliance with
the conditions of the lawful processing of personal information and other provisions of POPI.
PETER J PYBURN has registered the Information Officer with the South African Information Regulator established
under POPIA prior to performing his duties.
The details of PETER J PYBURN BROKER Information Officer are as follows:
INFORMATION OFFICER DETAILS
NAME: PETER J PYBURN
TELEPHONE NUMBER: 083 377 8893
FAX NUMBER: 086 688 122
E-MAIL ADDRESS: peter@peterpyburn.co.za
POSTAL ADDRESS: P.O. Box 1068, FOURWAYS, 2055
PHYSICAL ADDRESS: 55 Poplar Avenue, Broadacres, Gauteng, 2021
WEBSITES: peterpuburn.co.za and bestmedicalaid.co.za
PETER J PYBURN, as Information Officer is responsible for:
-

Taking steps to ensure MHA's reasonable compliance with the provision of POPIA.

-

Continually analysing privacy regulations and aligning them with the brokerage's personal information
processing procedures. This will include reviewing PETER J PYBURN’Ss information protection procedures
and related policies.

-

Ensuring that PETER J PYBURN makes it convenient for Clients who want to update their personal
information or submit POPIA related complaints to the organisation.

-

Encouraging compliance with the conditions required for the lawful processing of personal information.

-

Addressing all POPIA related requests and complaints made by PETER J PYBURN’S Clients.

-

Working with the Information Regulator in relation to any ongoing investigations. The Information Officers
will therefore act as the contact point for the Information Regulator authority on issues relating to the
processing of personal information and will consult with the Information Regulator where appropriate,
about any other matter.

-

Approving and maintaining the protection of personal information statements and disclaimers that are
displayed on the brokerage’s website, including those attached to communications such as emails and
electronic newsletters.

7.Personal Information collected
Section 9 of POPI states that “Personal Information may only be processed if, given the purpose for which it is
processed, it is adequate, relevant and not excessive.”
7.1 PETER J PYBURN BROKER collects and processes client’s personal information pertaining to the client’s financial
and medical aid needs. The type of information will depend on the need for which it is collected and will be
processed for that purpose only. Whenever possible, PETER J PYBURN BROKER will inform the client as to the
information required and the information deemed optional. Examples of personal information we collect include but
is not limited to Clause 2.1 above.
7.2 How Personal Information is collected
PETER J PYBURN collects the Personal Information detailed above about Clients and any other party whose details
we are provided, when Clients use and access the websites, including any access to such websites for the following
purposes:
-

for whatever reason, generally or specifically.

-

to make enquiries about PETER J PYBURN BROKERS or services it provides.

-

to use the PETER J PYBURN BROKERS services for legitimate business purposes, especially any eServices,
which are available or accessible via our websites and to send you confirmation of the request.

-

to complete online forms.

-

to look for, locate, read and/or download information or publications.

-

to request or sign up for marketing material.

-

for the performance of contractual terms, or for the enforcement of contractual rights.

-

to provide you with details of our terms, conditions, policies and procedures and to enforce and apply same.

-

to provide us with your contact details, or when you update those details.

-

to send us an email.

-

to click on a link in an email, or advertisement, or communication received from us.

7.3 The Usage of Personal Information
As a financial adviser, PETER J PYBURN BROKER needs Client’s personal information to give good financial advice,
draw up plans and recommend products. POPIA refers to this as lawful processing.
The Client’s Personal Information will only be used for the purpose for which it was collected and agreed. This may
include: (for legitimate business purposes)
-

providing products or services to Clients in order meet their requests.

-

providing any information to Clients that has been requested for a legitimate purpose.

-

insurance companies and medical aid schemes underwriting purposes.

-

assessing and processing claims by insurance companies and medical aid schemes.

-

confirming, verifying and updating client details for, amongst other needs, audit and record keeping
purposes.

-

purposes of claims history required by insurance companies and medical aid schemes.

-

the detection and prevention of fraud, crime, money laundering or other malpractices, as prescribed in the
FSCA charter and Acts or to otherwise protect PETER J PYBURN’S legal rights (including liaison with
regulators and law enforcement agencies for these purposes) - legitimate and lawful purpose.

-

conducting market or customer satisfaction research.

-

monitoring, measuring, improving and protecting PETER J PYBURN’S content, websites, services and provide
an enhanced, personal, user experience for Clients.

-

Delivery of targeted advertising, marketing {including in-product messaging) or information which may be
useful to the Client based on your use of the websites or PETER J PYBURN’S BROKERS services - in the Client’s
capacity as a customer or which has been obtained in the context of a sale.

-

the offer of new products as marketed by PETER J PYBURN BROKER, to render the services requested and to
maintain and constantly improve the relationship.

-

in connection with legal proceedings.

-

providing communication in respect of PETER J PYBURN BROKER and regulatory matters affecting clients.

-

where any Client uses the Brokerage’s website/s, electronic applications, email, cell phones, telephone
systems, or electronic services, PETER J PYBURN will have to process such person's Personal Information.

-

in connection with and to comply with legal and regulatory requirements or when it is otherwise allowed by
law.

PETER J PYBURN will also collect Client Personal Information where Clients only partially complete and/or abandon
any information inputted into the brokerage website/s, including online forms, and may use this information to
contact any Client to remind them to complete any outstanding information and/or for marketing purposes.
PETER J PYBURN may enhance the Personal Information collected, with information obtained from third parties, who
are entitled to share that information; for example, information from various medical aid schemes, insurance
companies, or public sources (e.g. for due diligence purposes), but in each case as permitted by applicable laws.
PETER J PYBURN will not use the information for some other purpose, such as selling an entirely different, unrelated
product, or passing this information on to another person or business.
7.4 According to section 10 of POPI, personal information may only be processed if certain conditions - as listed
below - are met along with supporting information for PETER J PYBURN BROKER’S processing of Personal
Information:
a) The client’s consent to the processing: - consent is obtained from clients during the introductory, appointment
and needs analysis stage of the relationship.
b) actual processing: to conduct an accurate analysis of the client’s needs for purposes of amongst other insurance
requirements, medical aid needs analysis and investment or pension strategies.
c) Processing complies with an obligation imposed by law on PETER J PYBURN BROKER.
d) The Financial Advisory and Intermediary Services Act (‘FAIS’) requires Financial
Service Provider’s (‘FSPs’) to conduct a needs analysis and obtain information from clients about their needs to
provide them with applicable and beneficial products.

e) Processing protects a legitimate interest of the client — it is in the client’s best interest to have a full and proper
needs analysis performed to provide them with an applicable and beneficial product or service.
f) Processing is necessary for pursuing the legitimate interests of PETER J PYBURN BROKER or of a third party to
whom information is supplied — to provide clients with expert proposals on unique and specific products and or
services they may require.
g) In terms of POPIA consent to process Clients Personal Information is not required where there is a lawful reason
for such processing, including where it is:
-

necessary to carry out actions for the conclusion or performance of a contract to which the owner is a party.

-

required to comply with an obligation imposed by law.

-

for a legitimate purpose or is necessary to protect the legitimate interest(s) and/or for pursuing the
legitimate interests of i) the owner of the Personal Information; ii) the person processing the Personal
Information; or iii) that of a third party to whom the Personal Information is supplied.

-

necessary for the proper performance of a public law duty by a public body, or on behalf of a public body.

7.5 Disclosure of Personal Information
PETER J PYBURN BROKER may disclose a client’s personal information to any of PETER J PYBURN BROKER approved
product or third-party service providers, whose services or products clients elect to use.
PETER J PYBURN BROKER has agreements in place to ensure that any disclosure complies with confidentiality and
privacy conditions.
PETER J PYBURN BROKER may also share client personal information with and obtain information about clients from
third parties for the reasons already discussed above.
PETER J PYBURN BROKER may also disclose a client’s information where he has a duty, in terms of applicable
legislation, so to disclose information or has a right to disclose, where it may be deemed necessary to protect PETER
J PYBURN BROKER’S rights.
When Clients link onto social media forums like Facebook, Twitter, Pinterest, lnstagram, Linked In, YouTube, etc.,
which may house a reference to PETER J PYBURN BROKER, please note that these are not the Brokerage’s platforms
and that the use of these platforms will be subject to the relevant platform owners' own privacy notices, and that
PETER J PYBURN BROKER takes no responsibility for Clients use of these platforms.
Where PETER J PYBURN BROKER website/s may contain links to third-party websites; if Clients follow these links,
they exit the Brokerage’s website/s and the use of these websites will be subject to the relevant platform owners'
own privacy notices.
Where you respond to communication PETER J PYBURN BROKER posts on third-party platforms, such as Facebook,
Google and Twitter, such Personal Information may be shared with those third-party platforms for the purposes of
providing you with targeted advertising via the relevant third-party platform based on your provided
profile/interests. While these third-party websites are selected with care, PETER J PYBURN BROKER cannot accept
liability for the use of Client’s Personal Data by these organisations.
If Clients provide PETER J PYBURN BROKER with Personal Information about someone else, they are responsible for
ensuring that the Client complies with any obligation and consent obligations under applicable data protection laws
in relation to such disclosure. In so far as required by applicable data protection laws, Clients must ensure that they
have provided the required notices and have obtained the individual's consent to provide the Brokerage with
this/her/his/its Personal Information and that they explain to them how PETER J PYBURN BROKER collects, uses,
discloses and retains their Personal Information or direct them to read this Policy.

8. POPIA Complaints Procedure
Clients have the right to complain in instances where any of their rights under POPIA have been infringed upon.
PETER J PYBURN takes all complaints very seriously and will address all POPIA related complaints in accordance with
the following procedure:
-

POPIA complaints must be submitted to the brokerage in writing. Where so required, the brokerage will
provide the Client with a "POPIA Complaint Form".

-

The brokerage will provide the complainant with a written acknowledgement of receipt of the complaint
within 2 working days.

-

The Information Officer will carefully consider the complaint and address the complainant's concerns in an
amicable manner. In considering the complaint, the Information Officer will endeavour to resolve the
complaint in a fair manner and in accordance with the principles outlined in POPIA.

-

The Information Officer must also determine whether the complaint relates to an error or breach of
confidentiality that has occurred and which may have a wider impact on the brokerage's clients.

-

Where the Information Officer has reason to believe that the personal information of clients has been
accessed or acquired by an unauthorised person, he will inform the Information Regulator of this breach.

The Information Officer's response to the client may comprise any of the following:
-

A suggested remedy for the complaint,

-

A dismissal of the complaint and the reasons as to why it was dismissed,

-

An apology (if applicable).

-

Where the client is not satisfied with the Information Officer's suggested remedies, the client has the right to
complain to the Information Regulator.

-

The Information Officer will review the complaints process to assess the effectiveness of the procedure on a
periodic basis and to improve the procedure where it is found wanting. The reason for any complaints will
also be reviewed to ensure the avoidance of occurrences giving rise to POPIA related complaints.

9. AMENDMENTS TO THIS POLICY
As we change and evolve over time, this Policy is expected to change as well. The Brokerage reserves the right to
amend the Policy at any time, for any reason, and without notice to clients, other than the posting of the updated
Policy on the website/s and in this regard, we encourage clients to visit such website/s frequently to keep abreast
with any changes.

Please ensure that you visit our website and regularly read this POPI Policy. Although we
do not promise to do so, we may give you notice of any changes we think are important.
If any provision of this Policy is judged to be illegal, void or unenforceable due to applicable law or by order of a
court of competent jurisdiction it shall be deemed deleted and the continuation in full force and effect of the
remainder of the provisions will not be prejudiced.
10. INFORMATION AS MAY BE PRESCRIBED UNDER SECTION 51(1)(F)
The Minister of Justice and Constitutional Development of the Republic of South Africa has not made any regulations
in this regard.

10.1. INFORMATION REQUIRED IN TERMS OF SECTION 52 (2)
The Minister of Justice and Constitutional Development of the Republic of South Africa has not made any regulations
in this regard.
11. RECORDS THAT CANNOT BE FOUND
If PETER J PYBURN BROKER searches for a record and it is believed that the record either does not exist or cannot be
found, the requester will be notified by way of an affidavit or affirmation. This will include the steps that were taken
the attempt to locate the record.
12. THE PRESCRIBED FORMS AND FEES
The prescribed forms and fees are available on the website of the Department of Justice and Constitutional
Development at www.doj.gov.za under the regulations section.

B: POLICY ON THE RETENTION & CONFIDENTIALITY OF DOCUMENTS, INFORMATION AND ELECTRONIC
TRANSACTIONS
1. PURPOSE
1.1 To exercise effective control over the retention of documents and electronic transactions:
1.1.1 as prescribed by legislation; and
1.1.12 as dictated by business practice.
1.2 Documents need to be retained to prove the existence of facts and to exercise rights the Brokerage may have.
Documents are also necessary for defending legal action, for establishing what was said or done in relation to
business of the Brokerage and to minimise the Brokerage’s reputational risks.
1.3 To ensure that the Brokerage’s interests are protected and that the Brokerage’s and clients’ rights to privacy and
confidentiality are not breached.
1.4 Queries may be referred to Peter Pyburn.
2. SCOPE & DEFINITIONS
2.1 All documents and electronic transactions generated within and/or received by the Brokerage.
2.2 Definitions:
2.2.1 Client includes, but is not limited to, the sole proprietor of the brokerage.
2.2.2 Confidential Information refers to all information or data disclosed to or obtained by the Brokerage, by any
means whatsoever and shall include, but not be limited to:
2.2.1 financial information and records; and
2.2.2 all other information including information relating to the structure, operations, processes, intentions, product
information, know-how, trade secrets, market opportunities, customers and business affairs but excluding the
exceptions listed in clause 4.1 hereunder.
2.2.3 Constitution: Constitution of the Republic of South Africa Act, 108 of 1996.
2.2.4 Data refers to electronic representations of information in any form.
2.2.5 Documents include books, records, security or accounts and any information that has been stored or recorded
electronically, photographically, magnetically, mechanically, electro-mechanically or optically, or in any other form.
2.2.6 ECTA: Electronic Communications and Transactions Act, 25 of 2002.
2.2.7 Electronic communication refers to a communication by means of data messages.
2.2.8 Electronic signature refers to data attached to, incorporated in, or logically associated with other data and
which is intended by the user to serve as a signature.
2.2.9 Electronic transactions include e-mails sent and received.
2.2.10 PAIA: Promotion of Access to Information Act, 2 of 2000.

3. CONTENTS
See Annexure “A” attached hereto. (Available on request)
4. ACCESS TO DOCUMENTS
4.1 All Brokerage and client information must be dealt with in the strictest confidence and may only be disclosed,
without fear of redress, in the following circumstances (also see clause 4.2 below):
4.1.1 where disclosure is under compulsion of law.
4.1.2 where there is a duty to the public to disclose.
4.1.3 where the interests of the Brokerage require disclosure; and
4.1.4 where disclosure is made with the express or implied consent of the client.
4.2 Disclosure to 3rd parties:
The Brokerage has a duty of confidentiality in relation to its clients.
In addition to the provisions of clause 4.1 above, the following are also applicable:
4.2.1 Information on clients: Clients’ have a right to confidentiality that is protected in the Constitution and in terms
of ECTA. Information may be given to a 3rd party if the client has consented in writing to that person receiving the
information.
4.2.2 Requests for company information:
4.2.2.1 These are dealt with in terms of PAIA, which gives effect to the constitutional right of access to information
held by the State or any person (natural and juristic) that is required for the exercise or protection of rights. Private
bodies, like the Brokerage, must however refuse access to records if disclosure would constitute an action for breach
of the duty of secrecy owed to a third party.
4.2.2.2 In terms hereof, requests must be made in writing on the prescribed form to Peter J Pyburn who is also the
Information Officer in terms of PAIA. The requesting party must state the reason for wanting the information and
must pay a prescribed fee.
4.2.2.3 The Company’s manual in terms of PAIA, which contains the prescribed forms and details of prescribed fees,
is available on the intranet and PETER J PYBURN BROKER websites.
4.2.3 Confidential Brokerage business information may not be disclosed to third parties as this could constitute
industrial espionage. The affairs of the Brokerage must always be kept strictly confidential.
5. STORAGE OF DOCUMENTS
5.1 HARD COPIES
5.1.1 Documents are stored in archive at the Brokerage. And are kept in terms of all current legislative conditions as
purporting to a Sole Proprietor business.
5.1.3 Consumer Protection Act, No 68 of 2008
The Consumer Protection Act seeks to promote a fair, accessible and sustainable marketplace and therefore requires
a retention period of 3 years for information provided to a consumer by an intermediary such as:
- Full names, physical address, postal address and contact details.

- ID number and registration number.
- Contact details of public officer in case of a juristic person.
- Service rendered.
- Intermediary fee.
- Cost to be recovered from the consumer.
- Frequency of accounting to the consumer.
- Amounts, sums, values, charges, fees, remuneration specified in monetary terms.
- Disclosure in writing of a conflict of interest by the intermediary in relevance to goods or service to be provided.
- Record of advice furnished to the consumer reflecting the basis on which the advice was given.
5.1.4 Financial Advisory and Intermediary Services Act, No 37 of 2002
Section 18 of the Act requires a retention period of 5 years, except to the extent that it is exempted by the registrar
for the below mentioned documents:
-

Known premature cancellations of transactions or financial products of the provider by clients.

-

Complaints received together with an indication whether any such complaint has been resolved.

-

The continued compliance with this Act and the reasons for such non- compliance.

-

And the continued compliance by representatives with the requirements referred to in section 13(1) and (2).

The General Code of Conduct for Authorized Financial Services Provider and Representatives requires a retention
period of 5 years for the below mentioned documents:
-

Proper procedures to record verbal and written communications relating to a financial service rendered to a
client as are contemplated in the Act, this Code or any other Code drafted in terms of section 15 of the Act.

-

Store and retrieve such records and any other material documentation relating to the client or financial
services rendered to the client.

-

And keep such client records and documentation safe from destruction.

-

All such records must be kept for a period after termination to the knowledge of the provider of the product
concerned or in any other case after the rendering of the financial service concerned.

5.1.5 Financial Intelligence Centre Act, No 38 of 2001
Section 22 and 23 of the Act require a retention period of 5 years for the documents and records of the activities
mentioned below:
-

Whenever an accountable transaction is concluded with a client, the institution must keep record of the
identity of the client.

-

If the client is acting on behalf of another person, the identity of the person on whose behalf the client is
acting and the client’s authority to act on behalf of that other person.

-

If another person is acting on behalf of the client, the identity of that person and that other person’s
authority to act on behalf of the client.

-

The way the identity of the persons referred to above was established.

-

The nature of that business relationship or transaction.

-

In the case of a transaction, the amount involved and the parties to that transaction.

-

All accounts that are involved in the transactions concluded by that accountable institution during that
business relationship and that single transaction.

-

The name of the person who obtained the identity of the person transacting on behalf of the accountable
institution.

-

Any document or copy of a document obtained by the accountable institution.

5.2 ELECTRONIC STORAGE
These documents may also be kept in electronic format.
The internal procedure requires that electronic storage of information of important documents and information
must be indexed, storage and easy retrieval thereof implemented.
Section 51 of the Electronic Communications Act No 25 of 2005 requires that personal information and the purpose
for which the data was collected must be kept by the person who electronically requests, collects, collates,
processes, or stores the information and a record of any third party to whom the information was disclosed must be
retained for a period of 1 year or for as long as the information is used.
It is also required that all personal information which has become obsolete must be destroyed.
6. DESTRUCTION OF DOCUMENTS
“Destroy” means to destroy documents completely, including all back-ups, paper copies and documents in recycle
bins.
Documents may be destroyed after the termination of the retention period specified in Annexure “A” hereto.
Registration will request departments to attend to the destruction of their documents and these requests shall be
attended to as soon as possible.
Peter Pyburn is responsible for attending to the destruction of its documents, which must be done on a regular basis.
Files must be checked to make sure that they may be destroyed and to ascertain if there are important original
documents in the file. Original documents must be returned to the holder thereof, failing which, they should be
retained by the Brokerage pending such return.
Documents may also be stored off-site, in storage facilities approved by the Brokerage.

ANNEXURE A
PERSONAL INFORMATION REQUEST FORM

ANNEXURE B
POPI COMPLAINT FORM

ANNEXURE C
POPI NOTICE AND CONSENT FORM

